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ABSTRACT

Face recognition technology is to verify people's identity by comparing the collected face
with the existing facial information in the database. Face recognition technology is unique, easy to
collect, recognizable and other characteristics, so it has been widely used in various fields. This paper
discusses the concept of personal information and the definition of legal attributes. By analyzing the
three academic viewpoints of relevance theory, privacy theory and identification theory, it is
determined that China adopts "identification theory", that is, personal information is identifiable
personal information. And through the existence of personal information legal attributes of the three
theories (namely the theory of privacy, the theory of property rights and both the theory of personality
rights and property rights) to illustrate the conclusion that "personal information has both personality
rights and property rights". From the use of face recognition technology and the legal attributes of
personal information can be seen that the application of face recognition technology in personal
information is often vulnerable to all kinds of legal risks: people's personal dignity is violated, privacy
is vulnerable to damage, personal data is threatened, property rights and interests. Therefore, the
protection of personal information in the application of face recognition technology has become a
common concern of law and judicial practice.

At present, the Provisions of the Supreme People's Court on several Issues concerning the
application of law in the Trial of Civil cases involving the Use of face recognition Technology to
process personal Information only summarize and define face recognition technology and face
information, emphasizing formal consent and use in individual fields, and lacking specific operation
standards. Even if the "Personal Information Protection Law" issued on the "personal information"
relatively complete regulation, but on the application of face recognition technology in this special,
specific field of personal information protection standards are still missing. For example, it is not clear
how to realize the substantive consent, how to divide the rights and obligations of the information
subject and the information user, and how to determine the damage facts and compensation standards

of infringing personal information. At the same time, the government as the representative of the
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public power field to use face recognition technology to collect, use personal information code of
conduct. In addition, there are also blank or repeated administrative authority supervision, industry
application behavior anomia, personal legal awareness and other problems, are not conducive to the
application of face recognition technology in personal information protection.

Drawing lessons from the advanced experience of the EU and other countries outside the
region, the relevant civil legislation should be improved by following the principles of least necessity,
transparency, privacy protection, scenario-based use, and joint and several compensation for damage
on the basis of adhering to the existing principles of legality, rationality and consent. By refining the
general rules of non-state organs, the implementation of face information collection, use, preservation
process essentially informed consent, framed the boundaries of the use of face recognition technology,
clear face recognition technology in the use of rights and obligations, improve the relevant face
information damage identification standards and compensation standards and other specific path, At
the same time, it is necessary to formulate regulations for the use of state organs' public rights. The
establishment of special administrative supervision organs and classified supervision, in order to
improve the use of face recognition technology enterprises prior access, review and evaluation,
afterwards relief and punishment links; According to the face information access, use, preservation
process, enterprises to strengthen self-supervision and management to improve professional staff
working ability and confidentiality awareness, industry self-discipline organization to develop unified
industry self-discipline rules and supervision and management norms; For each stage of the application
of face recognition technology, information subjects enjoy what rights and how to remedy the legal
work and other measures to provide a good legal environment and social basis for the protection of

personal information in the application of face recognition technology.

KEY WORDS : The application of face recognition technology,personal information,legal

risk,protection
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