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Constructions of Cryptographic Boolean Functions in Stream Ciphers

Zhang Weiguo', Li Luyang®

(1. State Key Laboratory ol Integrated Services Networks, Xidian University, Xian 710071, China;
2. Key Laboratory ol Security Communications, Chengdu 610041, China)

Abstract ; Cryptographic functions, including Boolean functions and multiple output Boolean functions, play an important role
in block ciphers schemes and certain stream ciphers schemes. Generally, the Boolean functions used in stream ciphers should
satisfy several criteria. The widely accepted criteria are high nonlinearity, balancedness, correlation immunity, high algebraic
degree, good algebraic immunity and so on. In this paper, we present a survey on the recent progress on constructing resilient
functions with high nonlinearity. Boolean functions with optimal algebraic immunity or good autocorrelation properties are also

discussed. In addition, some open problems are presented in this paper.

Keywords: stream cipher; Boolean functions; nonlinearity; resiliency; algebraic immunity; autocorrelation property
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