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Fig.1 The framework of the parameter encryption scheme
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Tab. 1 The parameters encryption objective metrics of the four models
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Deep steganography model parameter encryption method based on
4D-Arnold unequal length mapping

Duan Xintao™", Li Zhuang®, Zhang En™"

(a. College of Computer and Information Engineering; b. Key Laboratory of Educational Artificial Intelligence and

Personalized Learning in Henan Province, Henan Normal University, Xinxiang 453007, China)

Abstract: The training process of steganographic models requires a large amount of data and technical investment. When
the steganography model is stolen, it will cause security threats and economic losses to its owner. To prevent the theft of deep
steganography models, we propose a method for protecting the parameters of the steganography model basing on 4D-Arnold
unequal length mapping. The method applies a scrambling-diffusion strategy. Firstly, at the scrambling stage, we scramble the
convolutional layer parameters across convolutional cores and channels through 4D-Aronld mapping. Secondly, at the diffusion
stage, we design a neighboring parameter diffusion mechanism to achieve numerical diffusion between two adjacent parameters
and complete the encryption of the parameters of the deep steganography model. Finally, third parties can't obtain any secret in-
formation and we realize the protection of the steganography model. Experiment results show that the method significantly re-
duces the original performance of the model in terms of objective indicators(PSNR, MSE, LPIPS and SSIM)and visual effects,
and the hidden communication function of the model is lost. In addition, the proposed method can also be applied to the encryp-
tion protection of other deep models such as image classification while ensuring the effectiveness and security of the encryption
of the steganography model.

Keywords: Al model security; parameter encryption; 4D-Arnold unequal length mapping; image steganography model;

convolutional neural network
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Fig.S1 The framework of the deep image steganography model
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Fig.S2 The reveal network structures of the four models
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Tab. S1 The parameters of each convolution layer in the reveal network
No. Baluja U-Net UDH StegoPnet
1 (3,100,4,4) (3,64,3,3) (3,64,3,3) (3,32,3,3)
2 (100,100,4,4) (64,128,3,3) (64,128,3,3) (32,64,4,4)
3 (100,50,4,4) (128,256,3,3) (128,256,3,3) (64,128,4,4)
4 (50,3,2,2) (256,128,3,3) (256,128,3,3) (128,256,4,4)
5 (128,64,3,3) (128,64,3,3) (576,128,4,4)
6 (64,3,3,3) (64,3,3,3) (256,64,4,4)
7 (128,32,4,4)
8 (64,16,3,3)
9 (16,3,3,3)
Sum 245 400 740 736 740 736 2 205 968
*S2 HREERENESESH
Tab. S2 The parameters of each convolution layer in the hiding network
No. Baluja U-Net UDH StegoPnet
1 (6,50,4,4) (6,64,4,4) (6,64,4,4) (6,32,3,3)
2 (50,50,4,4) (64,128,4,4) (64,128,4,4) (32,64,4,4)
3 (50,50,4,4) (128,256,4,4) (128,256,4,4) (64,128,4,4)
4 (50,30,2,2) (256,512,4,4) (256,512,4,4) (128,256,4,4)
5 (30,10,2,2) (512,512,4,4) (512,512,4,4) (256,64,1,1)
6 (10,50,2,2) (512,512,4,4) (512,512,4,4) (256,64,1,1)
7 (50,50,4,4) (512,512,4,4) (512,512,4,4) (256,64,1,1)
8 (50,50,4,4) (512,512,4,4) (512,512,4,4) (256,64,1,1)
9 (50,50,4,4) (1024,1024,4,4) (1024,512,4,4) (256,64,1,1)
10 (50,30,2,2) (1536,1024,4.,4) (1024,512.,4,4) (576,128,4,4)
11 (30,3,2,2) (1536,512,4,4) (1024,256,4,4) (256,64,4,4)
12 (768,256,4,4) (512,128,4,4) (128,32,4,4)
13 (384,128,4,4) (256,64.,4,4) (64,16,4,4)
14 (192,64,4,4) (128,3,4,4) (16,3,3,3)
15 (64,3,3,3)
Sum 220 360 78 191 168 41 824 256 2295 920
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Tab. S3 Coordinate plane and parameter plane
No. 1 2 3 4 5 6
e bR T (com) (cyD) (cy0) (ns1) (ns0) (£sv)
SR (Zsv) (n,0) (ns01) (cy0) (D) (can)
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Fig.S3 The parameters encryption visual effects of the four models
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Fig.S4 The results of the sensitivity analysis experiments



