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The aggregation model protection algorithm in scenarios with majority of malicious participant

Zhang En*", Gao Ting*, Huang Yuchen®

(a. College of Computer and Information Engineering; b. Engineering Lab of Intelligence Business and

Internet of Things of Henan Province, Xinxiang 453007, China)

Abstract: Privacy-preserving federated learning can help multiple participants build a machine learning model. However,
this method is difficult to defend against poisoning attacks when malicious participants are in the majority. Additionally, users
or servers may privately sell the aggregated model. To address these issues, a secure aggregation scheme is proposed to resist
most malicious participants while protecting the privacy of the aggregated result. In the training phase., participants use differ-
ential privacy noise and random numbers to protect their local models. Then, participants test the accuracy of differential priva-
cy models of other participants and record the results in a vector. Finally, participants and the server execute the oblivious
transfer protocol to obtain the aggregated model. The security and correctness are proved through a security analysis. The ex-
perimental results show that the algorithm can maintain good detection ability even when malicious participants are in the ma-
jority and ensure the fairness of the participants to some extent.
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