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Fig.5 The flow chart of the experiment
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Genetic algorithm against attack based on deep neural network

Fan Haiju, Ma Jincheng, Li Ming

(College of Computer and Information Engineering; Henan Provincial Key Laboratory of Educational Artificial Intelligence

and Personalized Learning, Henan Normal University, Xinxiang 453007, China)

Abstract: Deep Neural Network(DNND can achieve good classification and recognition effect, but the recognition accura-
cy will be greatly reduced when adding small disturbance to the training image to counter the attack. This paper, by proposing
a method a small number of pixels on the image are modified to generate adversarial samples after the optimal disturbance is
obtained by genetic algorithm. Different convolutional neural networks are attacked as image classifiers, and parameters such as
the number of images processed in each batch and the number of modified pixels are adjusted. The experimental results show
that 67.92% of the natural images in CIFAR-10 data set can be disturbed to at least one target class, with an average confidence
of 79.57% , and the attack effect will be further improved with the increase of modified pixels. In addition, compared with LSA
and FGSM methods, the attack effect is significantly improved.

Keywords: convolutional neural network; genetic algorithm; adversarial attack; image classification; information security
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