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10. VBF Lindex ]<-{0,1}" 23. end for
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M7 R % BT Dec (M) = 7; mod p . fHEFAEH sk KM TE S, [EU:(C ) =g mod p Bk
Cl

G 1 e =g = e, SR
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Tab. 1 Running time of phases of the agreement under different participants ms
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Fig. 1 Comparison of implementation time for each of the two agreements
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Tab. 2 The time of experimental comparison with other schemes s
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Multiparty privacy set intersection and secret reputation value comparison protocols

Li Gongli**, Fan Yun*, Ma Jingwen®

(a. College of Computer and Information Engineering; b. Key Laboratory of Artificial Intelligence and Personalized Learning in

Education of Henan Province, Henan Normal University, Xinxiang 453007, China)

Abstract: Multiparty private set intersection(MPSI) , as a data security protection computation technology in the field of
secure computation, supports the computation of the intersection of multiple participant datasets without revealing any partici-
pant’s privacy, which can be achieved by using homomorphic encryption, oblivious transfer, and other technical means. Howev-
er, the existing MPSI protocols based on homomorphic encryption have problems such as low computational efficiency and
many rounds of interaction, and cannot compute the intersection of users confidential data through interaction. Therefore, this
article first proposes an n-party intersection users secret reputation value comparison protocol, based on bloom filters and the
ElGamal algorithm. Furthermore, aiming at the problem of failed query intersection, a user intersection cardinality protocol is
proposed based on reputation value filters and multi-key encryption and decryption, and the evaluation of multi-party secret
reputation values is completed. Experimental results show that the two protocols proposed in the study satisfy semi-honest se-
curity, can resist coalitions of 7 —1 participants, and have better execution time than other schemes.

Keywords: multi-party private set intersection; secret reputation comparison; reputation threshold comparison; multi-

ple secret reputation value comparison; multiparty intersection cardinality
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